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MODIFIED MICRO KERNEL ARCHITECTURE

Application
(Process)

Application
(Process)

Application
(Process)

Some time critical
system services need to

execute in kernel mode User
(in executive), rather than v V4 mode
in user mode (in server) API DLLS
A A Messages
Messages »?« . (RPC)
(RPC) N

Server
Process
(Networking)

Server
Process
(GUI)

Server
Process
(Security)

N
Executive
(File system, virtual memory, I/O management, system services) System
- > (kernel
Micro kernel 5node )
(Frocess management, synchronization, device driver#)
v Hardware
(CPU, MM, Interrupt control, clocks, device controllers,...) ’

Adds efficiency to the
microkernel architecture

Copyright © 1998-2002 by Marko Vuskovic

12-2




Windows NT/2000

Operating Systems

M.1. Vuskovic

dJempleH 0) SS90y del] welsAs (0d7) Buissed 9beSSO|\ mmm=m
a1Nj08}IYyoIY [03U0D [053U0D SIETN] Buiddepy Jgjj04u0D $982IA8(
pabajinlLg 1dnusyu| ayoe)n SY00[D sng VINQ ol

JHVYMAYVH (vH) JeAe uonoensqy alempieH

I
SIBALIQ 9dIno([J

Ajioe . .
Mmmcm_\,_ e soBeUEp JOJUO 10BeuBy (S41IN mmn__._ 1v4d)
OWiay ainpadoid $S800.d oualoloy 193[q0 SUOISAS Sl
|[enuIA |90 Aunoag
HIOVNVIA O/l

(saunnoy SS ‘a|gel SS ‘J18ydledsiq SS) S92IAIBS WBISAS

SPOIA |ouIay IAILNOIX3

apo Jasn

(1on183)
wolsAsgng  Je========d--
BupiomioN

(1onI1B3)
wa)sAsgns
CEUIM

(1an10g)
wa)sAsgng
Aunoag

(1anasg)
wasAsgng
XISOd

(uan)
uoneolddy

CEUIN

$s9001d
uobo

(ua0)
uoneolddy

X1SOd

(yual0)
uoneo|ddy

¢/SO

INILSAS ONILVYIdO LN SMOANIM

Copyright © 1998-2002 by Marko Vuskovic

12-3



Windows NT/2000

Operating Systems

M.1. Vuskovic

swaisAsqng |esbaju|

(s1on188)
swaisAsqng payosioid

awn 100q SO e pajesid

Swia)sAsqng JUsWUOIIAUT

(18AJ8Ss BWI-UNI JBAIBSAUSID
9X9'SSIS?)
1dV @4} Jo awos sjuswajdw]
"'Swid)sAsgns Jayjo 1oy pue J|asy 1oy O/
pue |NS sjuswaldw] ‘dsnow pue pleoghay
‘U82J9S Ay} SUMO WaISASqNg ZEUIM

(swus11Q) suoneolddy

:S9SS900.d

80IAI9S JaAleg pue
80IAI8S UONBISYION

(1on183) (Dd7) Buisseq abessapy (1anJ23)
woysAsgng waisAsgng
BuniiomaN ZEUIM

(Dd7) Buisseq sbessapy (1an10g)
S walsAsgng

Aunoag

(1on193g)
wolsAsgng
XISOd

uonediddy
CEUIN

$S98201d
uobo

(ual0)
uoneds|ddy

X1SOd

(ua11D)
uones|ddy

¢/SO

(speaJy} se suoneoidde
MOM UNIM JUSWIUOIIAUS
MOM e Jo uoneoidde
SOQ B sunl NQA Yyoes
'0'S SOQ-SI sejenw3)
aulyoe\ SOQ [eniA

"SAN NGl pue ‘SOXuAT “XINN
7HAS :01 pauod Ajisesa aq ueo suoneoldde

JUBWLIOJUOD-X|SOd (OSI pue ISNY ‘3331)
2oBpBU| WaYSAS SO 8|gepod - XISOd

apouwl Jasn ul 81N2axa YoIym sjusuodwo) walsAg

(3u0d) NILSAS ONILYHIHAO LN SMOANIM

Copyright © 1998-2002 by Marko Vuskovic

12-4



Windows NT/2000

Operating Systems

M.1. Vuskovic

‘swopeld ssosoe siqiedwod Aleuiq SISAUp 2IA8p
3y} pue [auidy By} sexew TyH Jo asn ayl ‘Ndd
Jou S| Jey) aiempiey Aue Jo |apouwl Joelisqy
'SjUBUOdWOD BAIINOAXA JBYJ0 BWOS
pue SIBALpP 82IA8p ‘|Buldy ay} Aq pasn si
}ey) aoeylajul SUIYDEW [EnHIA spodx3

"Odiamod ‘eydly O30 ‘0007 SdIN
‘anoge pue 9g¢ [9ju] papoddns Jej oS
‘1no pabed JensN
‘K1an023a1 aunjie} Jamod pue
Buissed obessaw ‘uoneziuoiyouAs pealy)
‘Bulipuey ydnuidyur ‘Burnpayos
peaiy} seoq ‘juspuadapul ainjosyyose
aq ued SO 9y} jo siahe| Jaddn os
‘J19sA)l NdD B} JO M3IA pazijedp|

"Sjuauodwod apow Jasn 0} )l SA0W O}
s1 Aouapua) 8y} JNq “JISALIP HIOMISU B Se
pajuswaldwi Apuaund si oels di/ddL

(vH) 19AeT uonoensqy alempleH

RELNEN v
sJoAlQ 821neQ

Ayjoe4 . _
__mmmcms_ 1o seBeuepy lojuon 1oBeuepy (S4LN 'SddH ‘1vd)
JOWBSN 2INp320I4 5582014 aouaJsjey 19190 swolsAg 9|14
[enyipn |00 Ajnoag
HIADVYNVYI O

(saunnoy SS ‘a|gel SS ‘Jaydledsig SS) S9OIAIBS WB)SAS

IAAILNDO3IX3

"suonouny Juapuadap ainjosyydle sy} Ajuo Buiaes| snuy
‘JJasy [auJay By} o Ino 1day g|qissod se yonw se ale sjusuodwod
opoW-|auIdy| By} Jey) sueaw |aulay ool Buissaooid panguisip
3y} sajeyl|ioey os|e yoeoidde Janlas-juald ayl “Aljige|ess pue ejep
wajshs jo Ajubajul ainsud Yoiym (sIaalas ‘swiayshsqns pajosjoud)
sassao01d apow-iash Jo }as e ybnouy) pajuswsa|dwi s SO Y} Jo
Jed Jolew oy} jey} SUBSW UONBIUSLIO JOAISS-JUSID) “[OUISY OIdIW
UM SO PaIUSLIO 19AIas-1udID ‘patdAe| e S| | N SMOPUIAA

apoW |aulay Ul 8)noexe Yolym sjuauodwon walsAg

(3u09) WILSAS ONILVYHIJO LN SMOANIM

Copyright © 1998-2002 by Marko Vuskovic

12-5



M.l. Vuskovic Operating Systems Windows NT/2000

LOCAL PROCEDURE CALL

Generally, the remote procedure call (RPC) is used to communicate the protected sub-

systems in a client/server operating system architecture. RPC is transparent to machine
boundaries, i.e. it can perform IPC across the network. However, RPC has a significant
time overhead and appears to be inefficient. Therefore the Windows NT uses accelerat-
ed local procedure calls (LPC) which mimic RPC but only if the server processes are on
the same machine.

There are three types of LPC:
. Fixed messages

@ Vessages with variable length

@ Quick LPC
Fixed Messages
e Server
F le: Win32 .
o Z;SIriT:gt?on) ; (For example: Win32
Request for subsystem)

connection

Client's Adress ,
Space Server's Adress

Space

Copying message
into client's P
address space

Client's com
port

Connection
port

Request for
service

Server's com
port

Copying message
L into server's
LPC Facility address space

(System Space - nonpaged pool)

Comments:

(1) Ports are essentially message queues, Connection port is permanent while the
communication ports are created by the server. Once they are created they form
a communication channel.

(2) Messages have fixed length of 256 bytes.

(3) At any time LPC facility has access to the client's or server's address space,
but not at the same time.

(4) The overhead for one message passing includes: two message copies and two
process context switches.
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LOCAL PROCEDURE CALL (Cont.)

Messages With Variable Length

Used for longer messages. Extension of the previous LPC type - the data are
passed via shared memory (mapped file object, also called section object), while
the pointer and size information are passed through fixed message channel.

Since there can be many threads that communicate with the server, the messag-
es need to be identified. Therefore the fixed messages also include the thread 1D

and the message serial humber.

Quick LPC

Optimized version of LPC. Doesn't use communication ports. The connection port is

used to establish a contact between the client and the server. In response, server
creates: a client thread, a shared memory segment (64 KB), and an event pair. The

shared memory is uses for message passing, while the event pair is for synchroni-
zation. Message passing doesn't use copying of messages from port to address
space and viceversa, it consist in shared memory access.

Client

Shared
Memory

request connection;
wait_event(cs);
place request int SM;
set_event(se);
wait_event(ce);

get result;

Server's

connection /]
/

port A1

1
i |

Client's
event object

Server's
event object

LPC Facility

Server

Server's
primary
thread

-@ Client
thread
1 /
while(1){
wait_event(se);

get message from SM;
process message;

copy result into SM;
set_event(ce);

—3 Message passing (to port)
=== Creation (thread, SM, event objects)

—» Synchronized shared memory access
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DEFERRED PROCEDURE CALL

Some actions of an Interrupt Service Routine (ISR) are very critical, while some are less
critical. Normally, the ISR executes at an elevated processor's interrupt request level (IRQL)
which inhibits all interrupts at the same or lower level. This can degrade the system perfor-
mance if the execution of ISR takes longer. Therefore, Windows NT introduces deferred
procedure calls (DPC) to execute the less important part of an ISR later, when there are no
pending hardware interrupts.

Interrupt Request Levels

Example: Ix86 architecture:

31| High Bus error, address error, reset,...)
30| Power Power failure
29| Inter CPU| Inter processor notification
Hardware )
interrupts and 28| Clock Real time clock
exceptions 27| Profile Performance measurement (another clock)
26 | Device n
[ ]
: I/O Controllers
3 | Device 1
i Thread dispatching and DPC interrupts
Software 2 | Dispatch p g p
interrupts 1| APC Asynchronous procedure calls
0 | Low All interrupts enabled
[ (normal thread execution)

Interrupt Request Level

(IRQL)
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DEFERRED PROCEDURE CALL (Cont.)

Trap Handler

Interrupt Dispatcher
Iterrupt Service Routine

Interrupt
IRQL  Dispatch (ISR)
Device @ > . Table
Controller \@\ 31 Q{
2] .
5
E) RTE @ \
c
. < z Dy @
Thread dispatcher /’ rS)
generates a DPC ———> 0 e
- ® DPC =
interrupt . | ©
dispatcher 1 ©
13
System Service - S
Dispatcher | ! @]
! I
] 1
1 1
1 1
1 1
Queue of DPC objects ¥ J
R RCRECa
DPC
Routine
Device controller generates an 1/O interrupt. (The interrupt is acknowledged if the device's
IRQ priority is higher than the current processor's IRQL.) RTE @

The interrupt is trapped by the trap handler, which immediatelly raises the processor's IRQL to the level of the
interrupting source. Trap handler saves the machine state (trap frame) and calls the interrupt dispatcher which
uses the IDT to locate the ISR.

The ISR executes at the elevated IRQL a critical code that must not be interrupted by other devices at the
same or lower interrupt priority.

If there is a part of the interrupt service that is less critical, the ISR queues a DPC object into DPC queue (DPC
object basically contains the address of the DPC routine which can be executed later.) Queuing a DPC object
effectively means issuing a DPC interrupt, which cannot be granted immediately since the ISR executes at
IRQL higher than that of the DPC level.

After ISR finishes execution it lowers the IRQL to the Dispatch/DPC level and returns to the interrupted thread.
This allows that all interrupts can be granted, before the DPC routine is executed.

Since the DPC interrupt is pending, the dispatcher removes a DPC object as soon as the IRQL is lowered, and
calls the interrupt dispatcher, which uses IDT to locate the DPC dispatcher, which in turn invokes the DPC rou-
tine. When DPC routine finishes the execution it returns to the interrupted thread. If there are more DPC waiting
in the queue, they will all be executed, before the execution finally gets back to the originally interrupted thread.

e @ @ ® ©@ © 6
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