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Modern operating systems are not monolithic programs, with a single
monolithic executable image. They rather consist of many (hundreds and
thousands) of images that are located in different areas of the memory and
have different execution privileges. There are two basic mechanisms that
support this modularization:

e Dynamic linking
« Software traps

These mechanisms will be discussed in this chapter. However the static
linking and the execution environment of monolithic images will be discussed

first.
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CC-0p main.c Xxx.a

Windows:

lib -out:xxx.lib x.obj y.obj
cl -c main.cpp
link -out: p.exe main.obj xxx.lib

Program
STATIC LINKING
(Generation of a Monolitic Image)
Object
Source Modules MEMORY
Modules

J—— Load
— Module
x1.0Dj

Translator ~— <> T

: ~—— ge
(assembler, J— Linker » ¥ exe » Loader
: (of the load

compiler) [N\ x2—.obj — module)
N——— 1
AT
N——1
x3.0bj
SNS—

Library
(xi.c, xi.cc) (xi.0) (xi.a) (i)
Solaris:
ar xxx.a *.o (xxx = library name)
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LOADING

Source Code Absolute Load Module Relocatable Load Module

or g $2000

start: 2000 g‘;‘é%ggg%il Program Segment
nmove A, di1 j mp 2200 0000 nove 0000{d}, d1
_add B, _dl ......... add 0004{d}, d1
jmpexit 0 j mp 0200{ p}
....... 2200 | nove d1, 3008

exit: L 0200 nove d1, 0008{ d}
nove dl, R 3000 (0009
....... 3004 | 000D

Adc. | 9 3008 | 0000

Bdc.l 13 Data Segment

Rds. 1

end 0000, 0009

0004 000D
0008 0000

Relocatable load modules
can be placed at any
location in memory.

Relocation bits:
{0} - do not relocate
{p} - relocate wrt program origin
{d} - relocate wrt data origin

(Relocation bits can be placed with
instructions, or in one place:
relocation directory)

Relocatable loading is not convenient for multiprogramming environments,
because the programs are swapped-in and out all the time.
Therefore the run-time loading is solution (see next page).
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LOADING (Cont.)

Dynamic (Run-Time) Loading

PBASE - Base address of program
DBASE - Base address of data

( PBASE )

+ X
CPU Logical Physical
Addresses ( DBASE ) Addresses Image
+ X

Physical memory
Memory Management Unit
(MMU)

Absolute address is calculated at instruction execution time
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EXECUTION ENVIRONMENT OF A PROGRAM

Memory Hardware Context
*
Text «a | T T
-
Image N -
(Image) (Static) : °
Data ° :
Address < Run-Time e .
Space Heap Transparent
(Invisible)
+ * Registers
Run-Time (—/
Stack ¥
!

Program's address space (AS) =
Range of addresses that program can access

Text = Code part of the program image
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DYNAMIC LINKING

Sources:

MODULE A MODULE B
Export: S, T, Export: P, Q
Import: B, G I nport: none;
IunctionT functionP(...) {..

B.Q ), .
function Q...
S( ) RERA
CR();
B.Q);
}
Client
function S(...) module
{ . }
function T(...)
{ o }

Patched by
the loader

Object Modules:

MODULE C
Export: R
| nport: none;
.} functionR(...) {...
}

Server
modules

MODULE A MODULE B
entryo (sl )7 Export [ ONLIYOLFL ]
entryl [T] -\\ Table | entryl [Q -
/';:i linkO[B. Q | mport
I Bt == none
! :’ Iee linkl1[C R] :l l Table
] I
I .
: ! | 1> Code for S: ____E:_o_df_f?[_P_'_ _____
[
111 code for T: Catdle ot ©;
[
byl
Psideicall B Q)
bV call S(); MODULE C
-Gl CRO); entry0 [R| -
~--4--Cal | B.Q);
none
———————— > Indirect function call Code for R:
-------------------- >  Direct function call
Pointer to function (patched by the loader at the caller's load time or at run time)
——) Pointer to entry point (created by the translator)
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DYNAMIC LINKING (AT LOAD-TIME)

(&

cl -c p.cpp

aHie

LI BRARY X
EXPORTS
f1
f2
f3

Module
definition
file

cl -c x.cpp

x.obj

link p.obj x.lib-out:p.exe

lib-def:x.def -out:x.lib

A

p.exe

@%

Import
library

v

Loader can't load

Loader finds and loads automatically
all necessary (referenced) modules.

p.exe if x.QII doesn't Loader
exist While loading, it alters the references.
/II ‘\\
/ \
/ \
/ \
/ \
/ \
\
/ \
II \\
» K Similar in structure
Function to p.exe, only you can't
Image calls Image start a DLL (it doesn't
of  p------- Ofg J— have main()
p.exe x.dll
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Comment:
File x. | i b created by the library manager using the command:
lib -out:x.lib Xx.obj

Is a static library (in Common Object File Format, COFF),
used in static linking as shown on the page 2-1.

File x. 1'i b (same name!) created by the command:
lib -def:x.def -out:x.lib
is called import library and is not a COFF file. It is used
to build p. exe which is meant to be dynamically linked with x. dl | .

This library doesn't contain the code of x. cpp, it rather contains the
information necessary for dynamic linking.

Benefits of dynamic linking:

1. Facilitates changes and upgrades (no need for relinking, sometimes
the object files are not available.)

2. Code sharing (a single copy of DLL can be used by many applications,
see pages 2-12, 13)

3. Extensibility (facilitates extending of the functionality of an application,
or an operating system.)
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DYNAMIC LINKING (AT RUN-TIME)
3
3

Also called: explicit linking
p.cpp

cl -c x.cpp

cl -c p.cpp

v -—

X.0bj
o

lib-def:x.def -out:x.lib

link p.obj -out:p.exe

Y Import library x. i b is _ X.eXp
M not needed if functions x.lib

.‘

from x. dl | are called

via pointer.
y
link -dll x.obj x.exp -out:x.dll
Loader i
3

Image f() Image

of  [EEEEEEE > of Loader
p-exe x.dll

T
|
1
I
|
|
|
|
1
|
|

Operating
System

h=LoadLi brary("x")
pf 1=CGet Pr ocAddr ess(h, "f1")
pfl(a, b, c)
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NON-SHARED LIBRARIES

Pl.exe
P1.0bj (P1)
Library P2.exe
(L1)
(P2)
P2.0bj
(L2) (L1)
v
Library
L2.lib » LINKER ' >
(L2)
ker nel 32. dl | has about 300KB,

gdi 32.dl | has about 200KB, etc. What would
happen if every application had a copy of
these and many other system files?

SHARED LIBRARIES

P2.0bj LINKER

i LINKER
‘\\\ -
1
‘l \\><:/ \\\
v 47 “NaN
Library y»  LINKER
LL.lib 7 L2.dil
L1.dll
K

Library
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MEMORY MAPPING OF ADDRESS SPACES WITH DLLs

Program #1's
Address Space

Range of
addresses
of the image of
Pl.exe

Range of
addresses
of the image of
x.dll

Range of
addresses
of the P1's data
instance

MEMORY

Image of
Pl.exe

Image of
P2.exe

Image of
x.dll

Data of x.dll
(P1's instance)

Data of x.dll
(P2's instance)

Program 2's
Address Space

Range of
addresses
of the image of
P2.exe

Range of
addresses
of the image of
x.dll

Range of
addresses
of the P2's data
instance

NOTICE: The terms "Program #1" and "Program #2" will be replaced by more adequate terms

"Process #1" and "Process #2" in the following chapters.

All DLLs must be reentrant. Therefore each client has to have its own instance of

DLL's data.
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AN EXAMPLE OF DYNAMIC LINKING

1. Implementation of libraries

/* x.cpp
This library contains two nmat hematical functions witten in C
| anguage. It can be used as statically or dynamcally |inked
library. It can be called fromboth, C or C++.

*/

#define LIB VERSI ON 1
#i ncl ude "x. h"

int version(void) {return(LI B_VERSION);};
int add(int x, int y) {return (x+y);};
int sub(int x, int y) {return (x-y);};

This library contains two nmat hematical functions witten in C
| anguage. It can be used as statically or dynam cally Iinked
library. It can be called fromboth, C or C++.
*/
#define LIB VERSION 1
#i ncl ude "y. h"

int mul (int x, int y) {return (x*y);};

int divide(int x, int y) {return (x/y);};
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1. Implementation of libraries (Continued)

[* X.h

This is header file for the mathematical |ibrary x.cpp.
The prototypes are wapped into extern "C' statenment to tell
the C++ conpiler to turn off its name nmangling

*/
extern "C'
{
i nt version(void);
int add(int,int);
int sub(int,int);
}
/[* y.h
This is header file for the mathematical |ibrary x.cpp.
The prototypes are wapped in extern "C' to tell the C++
Conmpiler to turn off its nane mangling
*/
extern "C'
{
int mul (int,int);
int divide(int,int);
}
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2. DLL Module Definition Files

i X. def

; This file defines all external synbols needed to create

; files x.lib and x.exp by the library manager.

; (x.exp is needed for creation of dynamc link library x.dlI,
; X.lib is needed for |oad-tinme dynam c |inking

; of the application p.exe with the library x.dll)

LI BRARY x

EXPORTS
ver sion
add
sub

. End of x. def

;Y. def

; This file defines all external synbols needed to create

; files y.lib and y.exp by the library manager.

; (y.exp is needed for creation of dynamic link library y.dlI,
; y.lib is needed for |oad-tinme dynam c |inking

; of the application p.exe with the library y.dll)

LI BRARY y
EXPORTS
mul

di vi de

; End of vy.def
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3. Main Program: Dynamic Linking at Load Time

/1l pl.cpp
/1

/1 This program does sone cal cul ati ons and uses

/1 library of mathematica

functions x.cpp

/1l The library can be statically or dynamcally |inked

#i ncl ude <i ostream h>

#i ncl ude "x.h"
#i ncl ude "y. h"

voi d main()

{

int a, b;
"Enter first nunber (a):
/1l Cet the first operand

cout
cin
cout
cin
cout
cout

<<
>>
<<
>>
<<
<<

a:

eﬁdl <<
b.

/1 Contains prototypes of functions add and sub

endl
endl

/1 Functions

cout
cout
cout
cout

<<
<<
<<
<<

+
OoTUTOT
o mn

~ ¥ 1

"Enter second nunber (b): ";

/! Contains prototypes of functions nmul and divide

/1l Get the second operand
<< "Library version:
<< "Here are sone inportant results:" << endl;

call ed via nane:

"<
"<
"<
"<

add(a, b) <<
sub(a, b) <<
mul (a, b) <<
di vi de(a, b)

" << version() << endl;

endl ;
endl ;
endl ;
<< end|
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4. Main Program: Dynamic Linking at Run Time

/1 p2.cpp

/1 This program uses sone nath operations (nmul and divide),

/1 which are defined in dynanmic link library y.dll

/1l The programis meant to be dynanmically linked with y.dll at
/1 run time. It calls functions from DLLs via pointers instead
/1 via nane. This nmakes the program p2.cpp totally independent
/[l fromy.lib (as opposed to pl.cpp)

#i ncl ude <w ndows. h>
#i ncl ude <stdlib. h>
#i ncl ude <i ostream h>

HI NSTANCE h; /1 Handle to a DLL
int (*rmul)(int,int); /1l Pointer to Ilbrary functlon
int (*divide)(int,int); /1

/1 The pointers can have the same nane as functions

int main (int argc, char *argv[])

{
int a, b;
a = atoi(argv[1]); /1l Get input nunbers
b atoi (argv[2]);

/1l After some time, we need to use the functions fromy.dl
/'l Therefore, we have to load y.dll explicitly:
h = LoadLi braryEx("y", NULL, 0); /1 System function
if (h == NULL){
/1 Handle the error:
cout << "p2: Library y.dll doesn't exist."
<< " (Error code = "<< GetlLastError()<< ")" << endl;
return(-1); /1 O do sonething el se}
el se{ /1 The library is successfully | oaded:
mul = (int (*) (int, int))GetProcAddress(h, "mul");
if (mul == NULL){ /1 Handle the error
FreeLi brary(h);
cout << "p2: Couldn't get the function address”
<< " (Error code = "<< GetlLastError()<< ")"<< endl;
return (-1); /1 O do sonething else
}
divide = (int (*) (int, |nt))GEtProcAddress(h "divide");
S . check success as above. Coe

/1l Functions called via pointers:
cout << "a*b "<< mul (a, b) << endl
cout << "alb "<< divide(a,b) << endl

}
}
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DIVISION OF THE ADDRESS SPACE

USER SPACE
(5=0)
Can't execute
User .
Program privileged
; instructions
System call i
(Supervisory Call |
SVC) ! =<
\
()
LTrapJ
SYSTEM SPACE :
(S=1) | System
Data
System
Program

Can execute
privileged
instructions

Some operating systems use even finer division.
For example VAX has four modes:

Kernel mode (MM, i/r, i/0)

Executive mode (OS service routines, file management
Supervisor mode (some OS service routines, user interface)
User mode (user programs, utilities)
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Exception Trap Handlers
User's Program Vector
Table f
.= —
4
/
1
7
//
TRAP #n - -} ---- T
<€-F-2
\\
\
\
\
\
\
\\
e e - -RTE

SYSTEM SPACE

15 13 10 7 0
SR: T| IS IRM CCR

T - Trace bit
S - Status bit (S=0 -user mode,
S=1 -supervisory mode)
IRM - Interrupt mask
CCR - Condition Code Register

(Processor Status Register)

TRAP #n:

SSP := SSP-4; (SSP) := PC; Push PC onto system stack

SSP:=SSP-2; (SSP): = SR; Push SR onto system stack

Set bit "S" in SR; Switch to supervisory mode

PC = EVTIn]; Load PC with the address of the trap handler
RTE:

SR = (SSP); SSP := SSP+2; Pop the SR from the system stack

PC := (SSP); SSP := SSP+4; Pop the PC from the system stack

(S-bit is not reset to 0, it is automatically set to
. . ] whatever it was in SR before the TRAP call)
Privileged Instructions:
MOVE SR,<ea> Read info from the status register
MOVE <ea>SR Modify status register
ANDI #N,SR Modify Status register
EORI #N,SR Modify Status register
ORI  #N,SR Modify Status register
MOVE USP,An Read user stack pointer
MOVE An,USP  Modify user stack pointer
MOVEC Rc,Rn Read the specified control register
MOVEC Rn,Rc Modify the specified control register
MOVES Rn,<ea> Modify a location in specified address space (user/system, program/data)
MOVES <ea>,Rn Read a location from the specified address space
RTE Return from exception
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EXECUTION ENVIRONMENT OF A PROGRAM (Revisited)

Memory

Image 1 ¢
(Text&Data)

Run-Time
Heap

"t
User's

Run-Time ™
Stack N

User
Space

<

A\

Exception
Vector
Table

System
Space

Image 2
(Text&Data)

A

System's
Run-Time
Stack

<

—

No linkage exists between Image 1 and Image 2

Hardware Context

Invisible Registers

User SP

System SP

Dynamic linking can be used in both
spaces (not shown here)
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LAYERED DESIGN OF AN OPERATING SYSTEM

USER
PROGRAM

USER LIBRARIES

HIGHER OS LAYERS

gD

Advantage of the layered design: changes affect limited sections of the code.
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